YTBEPKIAIO

I'enepanbHBILI TUPEKTOP

IHouTHka Mo obecneyeHUu0 0€30MacCHOCTH NMEPCOHATbHBIX JAHHBIX
B 000 «MUuTep-Ilpaiim»

1. Ha3HayeHue I0KyMeHTA

Hokyment «llonutuka obecrieueHnss O€30MAaCHOCTH MEPCOHAJBHBIX JaHHBIXY (Hanee
[Momutuka) OO0 «UuTep-Ilpaiim» (mnanee Kommnanust) perynupyeT OTHOLICHHs, CBS3aHHBIE C
3aIMUTON TEPCOHANBHBIX NaHHBIX (PU3MUECKUX JIML NMPU HX cOope, XpaHeHHH, o0paboTke,
ocywectBiasiemMux Komnanuei.

2. OcHOBHBIE IOHATHSH

Hepconanbubie nannbie (I H) - nepcoHanbHBIe AaHHBIE - Jr00as HHGOpPMALHS,
OTHOCSILIASICSI K TIPSIMO FUTH KOCBEHHO ONPEAEIICHHOMY WIIM ONpeaessieMoMy (GU3HIECKOMY JTUIY
(CyOBeKTy nepCOHANBHBIX JAHHBIX);

Onepatop - roCymapCTBEHHBI OpraH, MyHULHUIAJbHBIA OpraH, OPHUIANYECKOE WIH
du3nUecKoe U0, CAMOCTOSTENBHO MITH COBMECTHO C JPYTUMH JIMLAMH OPTaHU3YIOIINE U (MJITH)
OCYIIECTBIISIOIINE cOOp, XpaHeHue, 00padoTKy MEePCOHATBHBIX JAHHBIX,  TAKKE OTIPEICIISIOINE
nenu 00pabOTKM NEPCOHAJBHBIX MAHHBIX, COCTAB IEPCOHAIBHBIX MAHHBIX, MOJICKALTIX
oOpaboTke, nefcTBUs (OMepaLnm), COBEpPIIaeMbIe C EPCOHATBHBIMI JAHHBIM,

O0pabdoTKka mepcoOHANBHBIX AAHHBIX - JIEOOOE AelicTBUE (Omneparusi) Ui COBOKYITHOCTD
necTBUi (omepanuii), COBEpPIIAEMBIX C HCIOJB30BAHMEM CPEACTB aBTOMATH3aLMU MK 0e3
UCTIOJIb30BAHUSI TAaKUX CPENCTB C MEPCOHANBHBIMHM JaHHBIMH, BKJIOHas cOOp, 3aIuch,
CUCTeMAaTH3aINI0, HAKOTUICHHE, XpaHeHHe, yTOUHeHe (OOHOBJIEHHE, N3MEHEHE), U3BJICUCHIE,
UCTIOJIb30BaHME, Tiepenady (pacmpoCTpaHEHHe, MPEIOCTaBJICHUEe, AOCTYI), OOe3NTUYUBaHUE,
ONOKMpOBaHKE, YAJCHUE, YHIUTOKEHHE NTEPCOHATBHBIX JAHHBIX;

PacnpocTpaHeHHe NepCOHAJNIBHBIX JAHHBIX - JEHCTBUS, HANPAaBJICHHBIE HA PACKpPBLITHE
NePCOHAIBHBIX JAHHBIX HEOTIPEACTICHHOMY KPYTY JIHII;

IlpenocraBjieHHe NEePCOHANBHBIX AAHHBIX - JEHCTBUS, HANPABJIECHHBIE HA PACKPBITHE
NEPCOHAIBHBIX JAHHBIX OMpPEAeICHHOMY JIULY WJIH OTIPEACTICHHOMY KPYTY JIHII,

bnrokupoBaHHe mNepPCOHANBHBIX JAHHBIX - BpPEMEHHOE TIpekpaiieHne o0padoTKu
MEePCOHATBHBIX TAHHBIX (32 UCKITFOYSHHEM CITy4aeB, €clii 00paboTka HeoOXoauMa it yTOUHEHUST
NEPCOHAIBHBIX JaHHBIX);

YHUUYTOKEHHE MEPCOHAIBHBIX AAHHBIX - JCHUCTBUS, B PE3YJbTAaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBHTD COAEPIKaHNE MEPCOHAIBHBIX JAHHBIX B HH(POPMAIIIOHHOH CHCTEME



MEePCOHATBHBIX JAHHBIX U (MJTH) B PE3YJIbTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepUATbHBIE HOCUTENN
MEePCOHATBHBIX JAHHBIX;

O06e3nunBaHuEe MEPCOHATBHBIX JAHHBIX - TEHCTBHS, B PE3YJIbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOKHBIM ~ 0€3  HCMOJB30BaHUS  JOTNOJHUTENBbHOW  mHpOpMalMu  ONpeneNuThb
MPUHAJICKHOCTD MMEPCOHAIIbHBIX TAHHBIX KOHKPETHOMY CYOBEKTY MePCOHALHBIX TaHHBIX;

Nudopmanmnonnas cucrema mnepcoHadbHbIX aAaHHbIX (MCIIJIH) - coBOKymHOCTH
conepkamuxcs B 0a3ax NAaHHBIX MEPCOHAJBHBIX JAHHBIX M O0ECHEeUMBAIOIIUX UX 00paboOTKy
WH(POPMALMOHHBIX TEXHOJIOTHH U TEXHHYECKUX CPEICTB.

3. O0pabdoTKa NepCOHANBHBIX JAHHBIX

3.1. Kowmmnanus siBnsercs OnepaTopoM MO OTHOWICHUIO K JIULAM, cocTosiiuM ¢ Kommnanuei
B TPYIOBbIX OTHOIIEeHUsAX. KommaHus Moxer cTaHOBUTbCA OnepaTopom
NEPCOHAIBHBIX JAHHBIX UHBIX CyOBEKTOB NMEPCOHANBHBIX TAHHBIX B PE3YJIbTATE CBOECH
NEeSITeIbHOCTH.

3.2. Tlopsimok oOpamieHusi ¢ MEepCOHANBHBIMH JaHHBIMU yperyiaupoBaH B Kommnanuu
IlonoxxeHusiMu 0O 3alUTe TMEPCOHAJBHBIX JAHHBIX W HHBIMH  JIOKQJbHBIMU
HOPMATUBHBIMH aKTaMHU.

3.3.  byayuu Oneparopom, KoMnaHusi B yCTAaHOBJICHHBIX 3aKOHOJATEIBCTBOM CIy4asX U
NOpSIAKE, UCTIONHSAET 00s3aTENBCTBO MO YBEJOMIIEHHIO YIIOJHOMOYEHHOTO OpraHa 1o
3aIlUTe TPaB CYOBEKTOB MEPCOHANBHBIX NAaHHBIX 00 00paboTke mMepCOHATBHBIX
JAHHBIX.

3.4. CocraB nmepCcOHANbHBIX JaHHBIX, 0OpabaTbiBaeMbix KoMmanuei, nenu ux oOpaboTku
onpeneneHbl B [lepeyHsix mepcoHaNbHbIX TaHHBIX, 0OpadaTbiBaeMbIx B Kommanum.

3.5. B Komnanuu onpeneneHsl M JOKYMEHTAJIbHO 3a(pUKCHPOBAHBI CITUCKH  JIHII,
OCYIIECTBISAIOMUX 00padoTKy mnepcoHanbHbIX AaHHbIX B WCIIJIH wiu uMeromux
JIOCTYNl K IEPCOHANbHBIM [AHHBIM C LEJIbI0 HCIOJHEHUS CBOMUX JOJIKHOCTHBIX
o0s13aHHOCTEHA.

3.6. HcnonpzoBaHue NEPCOHANBHBIX JAHHBIX BO3MOKHO TOJBKO B COOTBETCTBUU C LIESIMU
00paboTKU MEPCOHANBHBIX JAHHBIX.

3.7. Ob6paboTka mepcOHANbHBIX NaHHBIX B KOMmaHmu mpou3BOIUTCS O€3 NpUMEHEHUs
CPEACTB aBTOMATH3aLMU ¢ COOIOIEHUEM TPABWII, IPEAYCMOTPEHHBIX il 00paboTKu
OaHHbIX 0Oe3 wWcrmonb3oBaHUsl cpeacts  aBromarusauuu  (IlomokeHwe, yTB.
ITocranosnenuem IlpaBurenscrea P@ ot 15.09.2008 N 687). IlepcoHanbHbIe TaHHbIE
006ocobneHb! 0T MHOM HHPOPMALIUH ITyTeM (PUKCALIUY UX HAa OTAEIbHBIX MATEPUATBHBIX
HOCHTEJISIX.

3.8. Ob6paboTka u mepenada MEPCOHAIBHBIX MAHHbIX B KOMIaHMM OCYIECTBIIAETCS C
corimacusi CyObeKTOB TMEPCOHAJbHBIX JAaHHBIX 3a HCKJIIOYEHHEM  CIIy4aes,
YCTAHOBJIEHHBIX (herepabHbIM 3aKOHOM.

3.9. B cayuyae oOpabOTKH MEPCOHATBHBIX JAHHBIX IO MOPYUYEHHIO TPETHHX JIHL, JUOO MpU
nepenade mnpaBa 0OpabOTKM NEPCOHAJBHBIX MAHHBIX TPETbUM JIUIAM, B YCIIOBUS
noropopa  Kommanueil  Bkumowaercss — OOsI3aHHOCTH ~ CTOPOH  obecriedeHust
KOH(pHUIEHIIMATBHOCTH TEPCOHANBHBIX MAHHBIX M O€30MaCHOCTH TMEePCOHAIBHBIX
OaHHBIX TpU UX 0OpaboTke, MO0 MOMOJHHUTENBHO 3aKJIIOYAETCSl COIJIAIICHHE O
KOH(pHUIEHIINATBHOCTH.

3.10. IIpu moctmwxkeHnn ueneil oOpabOTKH MEPCOHANBHBIX AaHHBIX, Kommanus oOsizyercs
HE3aMEeIUTHTEIBHO MPEKPaTHTh 00PabOTKY NMEPCOHAIBHBIX TaHHBIX, BO3BPATHTb UX TI0
NPUHAJIE)KHOCTH, JHOO YHHUYTOXKUTH COOTBETCTBYIOIIHE IMEPCOHANbHBIE TAHHBIE B
CPOKM, YCTAaHOBJICHHbIE 3aKOHOJATENbCTBOM, €CIM MHO€ HE IMpelyCMOTPEHO
¢benepanbHBIMU 3aKOHAMH, W OTIIPABUTD YBEAOMJIEHHE 00 UX YHUYTOXKESHUU.



3.11.

B Kommanum onpeneneH u JOKYMEHTAIbHO 3a(UKCHPOBAH MOPSIOK YHHUTOXKEHHS
MEePCOHANIBHBIX TAHHBIX.

4. O0padoTKa 3aMpPOCOB MO MEPCOHANBHBIM JAHHBIM

4.1.

42.

Kowmmanust 00si3yeTcst B yCTAaHOBJIEHHBIE 3aKOHOM CPOKHM pearupoBaTh Ha 3ampOChI
CyObEKTOB MEPCOHANBHBIX MAAaHHBIX (MJIM WX 3aKOHHBIX MpPEACTaBUTENEH) U
YTOJTHOMOYEHHBIX OPTaHOB T10 3aIIUTE MPaB CyObEKTa NEPCOHATBHBIX TAHHBIX.

B Kowmmnanum cymecTByeT enuHbIH, NOKYMEHTaJbHO 3a(UKCHPOBAHHBIA MOPSAOK
obpaboTku oOpameHull CyYOBEKTOB NEPCOHANBHBIX MAHHBIX (WM WX 3aKOHHBIX
npeacTaBuTeNell) Mo BompocaM oO0pabOTKM WX NMEPCOHANBHBIX NAHHBIX M MOPSIOK
00paboTKH 3aMmpoCOB MO NEPCOHANBHBIM AAHHBIM YTIOJHOMOYEHHOTO OpraHa IIo
3aIuTe MpaB CyObeKTa NePCOHAIBHBIX TAHHBIX.

S. 3amuTa nepcoHANbHBIX JAHHBIX

5.1.

5.2.

5.3.

3ammnra nepcoHaIbHBIX JAHHBIX — KOMIUIEKC Mep TEXHHYECKOr0, OPraHU3alHOHHOTO
U OpPraHH3aLHMOHHO-TEXHUYECKOTO XapaKTepa, HANpaBJICHHbIX HA 3aIUTy CBEICHHI,
OTHOCSIIIUXCS K CYOBEKTY MePCOHANBHBIX JAHHBIX.

JInsi TOCTPOEHHsI LEJOCTHOW CHUCTeMbl O€30MacHOCTH MEPCOHAJbHBIX JAaHHBIX B
Komnanuu onpeneneHbl OCHOBHBIE LENTH M 330a4 3aIUThl ePCOHATIBHBIX JaHHBIX.
['maBHast Lesb 3aKUTHI IEPCOHATBHBIX JAHHBIX - 00eCeueHe KOHCTUTYLIMOHHBIX TIPaB
rpakaaH MO COXPAHEHHIO JIMYHOW TalWHbI U KOH(PUIACHIHMATHHOCTU MEPCOHANbHBIX
IAaHHBIX, UIMEIOIIUXCS B MHPOPMALMOHHBIX cucTeMax Komnanuu. 3amadaMu 3aiquThl
MEePCOHANBHBIX JAHHBIX SIBJISAIOTCS] MPOTHO3UPOBAHUE, CBOEBPEMEHHOE BbISIBICHHE U
yCTpaHeHUe YIPO3 HOCUTENSIM MePCOHABHBIX JAHHBIX.

Obecneuenue 6e3omacHOCTH NEPCOHANBHBIX  JaHHBIX OCYILIECTBIIACTCS
OpPraHM3aLMOHHBIMH ¥  HHXXEHEPHO-TEXHUYECKUMH MepaMu (B TOM  4YuCie
yCTaHOBJICHHBIMH apeHaoaarenem), HCIOJIB30BAHUEM (P POBATBHBIX
(xpunrorpadu4ecKux) CPeACTB 3aLIUThI EPCOHATBHBIX JAHHBIX OT HEMPaBOMEPHOIO
WIM CJIy4ailHOrO MAOCTyma K HHUM, YHHYTOXKEHUs, HW3MEHEHHs, OJOKHPOBaHMUS,
KOTMPOBAHMUS, PACIPOCTPAHEHHUsS] MEPCOHANBHBIX AAHHBIX M HHBIX HEMPaBOMEPHBIX
NEHCTBU.

6. TpeGoBanuss k o0ecneyeHHI0 0€30MACHOCTH TMEPCOHAJbLHBIX [JAaHHbIX B
I/IH(l)OpMaIII/IOHHbIX CHCTEMAX NEPCOHAJTBHBIX JAHHBIX

6.1.

6.2.

Bbesonacrocts mepcoHanbHbix naHHbIX B MCII/IH obecnedmBaercs KOMITJIEKCOM
OPraHu3aLMOHHBIX, TEXHOJOTHYECKUX, TEXHUYECKUX U NPOrPAMMHBIX MEP, CPEACTB U
MEXaHHU3MOB 3aIUThl HHPOpMaLmu, ToaoOpaHHBIM B 3aBUCUMOCTH OT kiacca MCIT/Ix
1 000pyIOBaHUS, YCTAHOBJIEHHOTO B COOTBETCTBHUH C JIOKAJIbHBIM HOPMATUBHBIM AKTOM
«[lonmuTHKa CTaHIAPTH3AIMH ABTOMATH3UPOBAHHBIX Pa0OUUX MECTY.

Kommieke mMep mo obecnedeHuto 0e30macHOCTH mepcoHanbHbIX aaHHbix B UCII/IH
MpeayCMaTPUBAET, B TOM YHUCJIE:

® 3AlIUTY OTHOCSINEHCS K TEPCOHANBHBIM JaHHBIM WH(POPMALUN OT HUCKAKECHUS,

dbanbcudukauy, nepeaapecaiy, HeCAHKIIMOHUPOBAHHOTO YHHUTOKEHUS,

3



6.3.

6.4.

6.5.

6.6.

e goctyn corpyaHuka Kommanuum Tonbko k TeM pecypcam MCII/IH, xoTopeie
HEOOXOIMMBI €My JIJIsl HCTIOJIHEHUS! IOJDKHOCTHBIX 00sI3aHHOCTEH,;

® KOHTPOJb (MOHUTOPHHT) 0OpaOOTKH NMEPCOHATBHBIX TAaHHBIX;

e paboty B MUCII/IH TOIBKO aBTOPH30BAHHBIX MOJIb30BATENEH;

® KOHTPOJb, HaIpPaBJEHHbII HAa MHCKIIOYEHHE BO3MOXKHOCTH  COBEPLIEHUS
3JI0YMBILJIEHHBIX JE€HCTBH,

® BOCCTaHOBJEHHE HWHGPOPMAIMM B CIydae €€ YMBIIUIGHHOro (CIy4aiiHOTO)
paspymeHust (MCKaXXeHHsI) WM BBIXOJA M3 CTPOSI CPEINCTB BbIYHUCIUTEIbHON
TEXHUKH.

Ha Bcex cotpyanukoB KommnaHuu, B TOM 4HuCll€ U COTPYAHUKOB, OCYILECTBISAIOLINX

obpaboTky nmepconanbHbIx AaHHbIX B MCII/IH, HanokeHO 00s3aTeNbCTBO COOITIOICHUS

pernameHTa no HHGOPMAIMOHHOHN 0€30MacHOCTH.

Ha Bcex aBTOMAaTH3MPOBaHHBIX pPa0OYMX MECTax M CepBepax, IPUMEHSIOTCS

CepTUPHUIMPOBAHHBIE CPEACTBA AHTUBUPYCHOMN 3aIIUTHL

Ilepenaya mnepcOHaNbHBIX MAHHBIX [0 JIMHUSM CBA3HM MEXAY MOAPAa3JeNeHUsIMHU

OpraHU3alLyK, C OJHOW CTOPOHBI, U BHELUIHUMH OpPTraHU3alMsIMU, C JPYroi CTOPOHBI,

OCYLIECTBIISIETCS C HCnoJb3oBanueM cepruduiupoBanabix CK3U wnm  mHBIX

3aIUTHBIX MEXaHU3MOB, IPUMEHEHHE KOTOPBIX ONpeAeNseTcs JTULOM, OTBETCTBEHHBIM

3a obecnieueHue 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

AJMHMHUCTpUpPOBaHUE CcHUCTeM 3amuTbel uHGopManmu, npumenseMbix B HCII/H,

OCYILIECTBIIETCS KBATM(PUIMPOBAHHBIMHU CIEHAIMCTAMH, TPOLIENIINMUA O0yUeHHe U

HUMEIOIIUMH OMBIT pabOThI C HUMHU.

7. YnpasjieHHe HHUHAEHTAMH

7.1.

7.2.

CotpynHukH 00s3aHBI yBEIOMIISATE 000 BCEX MHLUACHTAX, CBSA3aHHBIX C 00pabOTKOMH
NEPCOHAIBHBIX TAHHBIX.

Kaxnplii BbISBIEHHBIH WHIUICHT PAacCMaTPUBAETCA B OTAEIBPHOM TMOPSAKE, IPH
yuacTuu  pykoBoxutenss ~— Kommanuw, — agMuUHUCTparopa  WH(POPMALMOHHOM
0€301MacHOCTH U COTPYIOHHKA, OTBETCTBEHHOTO 32 0Opa0OTKy MEPCOHANBHBIX JaHHBIX
JNLA.

8. PacnpenesieHHe OTBEeTCTBEHHOCTH

8.1.

OTBETCTBEHHOCTD 32 BBITNIOJIHEHUE COTPYIHUKaMH TpeboBaHni HacTosmen [lommTuku
BO3JIATa€TCsl HEMIOCPEACTBEHHO HA COTPYAHUKOB U PYKOBOIUTENIEH NOAPA3IEICHHUS, B
KoTOpoM oHHU padortaroT. KoHTpons ucnonHerns nanHoi IlomuTuku Bo3naraercs Ha
PYKOBOAUTENEH CTPYKTYPHBIX noapasaeneHnii Komnanuu.



